


 
Customer Case Study 

“The more I learn and understand about the ACE’s 
different abilities, the more confident I am that 
Mail2World is well prepared for future expansion.” 
—Julian Tang, Senior Network Manager, Mail2World 

Network Solution 

The Mail2World IT team accepted a recommendation from DSW to deploy a solution based on 
Cisco appliances and software modules. The heart of the solution is the Cisco Application Control 
Engine (ACE) module, installed on a redundant pair of Cisco Catalyst® 6905 E Switches with 
Supervisor Engine 720. This and two other modules, the Cisco Firewall Service module and Cisco 
6748-GE Switch module, fully equip the switches for their purpose of ensuring proper load 
balancing, high availability, and performance.  

Tang says the performance, reliability, and failover tests for the Cisco ACE module were definite 
selling points. 

“If we are not able to process messages for even a few minutes, you can just imagine the kind of e-
mail traffic jams we create,” says Tang. “It is extremely important that our SMTP server farms are 
available and processing as much traffic as possible. Our mail hosting platform is being utilized by 
our user base through different services, all of which are passing through the ACE. Mail2World 
receives more than 120 million messages per day, and the ACE ensures proper load balancing, 
high availability, and maximum processing.” 

Mail2World measures traffic through several means, including concurrent connections, bandwidth 
utilization, latency, and user application activity. Tang credits the Cisco ACE module for handling 
millions of concurrent connections and for its ability to scale in the event of malicious attacks, 
particularly distributed denial-of-service (DDoS) attacks. 

“During peak traffic times, we have more than 200,000 concurrent connections and need the 
capacity for more, in addition to capacity for attacks,” says Tang. “The ACE can handle 4 million 
concurrent connections, and during a typical DDoS, when we can easily get up to 500,000 
concurrent connections, we need the ability to handle that type of intense load with zero impact on 
end users while we implement on-the-spot countermeasures.” 

Tang says the flexible pay-as-you-go licensing option was another reason he and his team selected 
Cisco ACE. “We really appreciate that purchasing the ACE modules didn’t mean we had to pay for 
everything at once. We can upgrade to 8 or 16 Gbps of throughput at any time by just adding a 
license. As our company and network grow, we can upgrade software and add higher throughput 
for performance, virtual devices, or SSLs as needed. We are confident the ACE can accommodate 
us in so many areas, and that’s one of the reasons we decided on a pure Cisco solution.” 

Mail2World is able to continue meeting its demanding service level agreements (SLAs) thanks to 
the upgrade, says Tang. “Some of our SLAs are very specific, such as transactions that have to be 
initiated and completed within a certain number of seconds. For instance, one of our customers is a 
university law school with extremely sensitive data and a “five-nines” SLA that requires e-mail 
transactions to be completed within 7 seconds.” 

The design, development, and migration took a month to fully implement. “The transition was very 
smooth, and minor issues that arose during the migration were quickly resolved,” says Tang. “For a 
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