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This release note contains the following sections:
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New Features in this Release 
This section l ists important new features and feature enhancements in this release, including: 

• Performance Monitor Enhancements

• Traffic Monitor Graphs

• Reactor Processor Coverage Extended

• Cavium NITROX SSL Acceleration Support

• Multiple Cluster Management by an ACE XML Manager

• Scalability Enhancements in the Policy Object Model

• Object Copying Between Sub-Policies

• WS-Addressing Routing and Processing

• PUT and DELETE HTTP Method Support
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• MTOM-Encoded Message Handling

• Case-Insensitive URL Matching

• SOAP Exception Processing

• Remote XSLT Resource and Dynamic XSLT Selection

• NTLM Backend Authentication

• Security Resource Sorting by Expiration Date

Performance Monitor Enhancements 
Visibil ity over the performance of the ACE XML Gateway and the systems it works with can 
significantly improve the effectiveness and reliabil ity of the implementation, especially given the 
performance impact of XML on the network. Performance information can help you tune and 
troubleshoot the system, and identify service usage patterns and potential bottlenecks. 

This release significantly enhances the tools and capabilities for monitoring performance in the ACE 
XML Gateway and Manager. It introduces the following performance monitoring features: 

• Increased granularity of performance statistics, with measurements provided for each transaction at 
an extensive range of processing points.

• Requests by consumer identity. 

• File export of performance statistics in comma-separated value or XML format. 

• Increased flexibility for fi l tering data in the Peformance Monitor, with the abil ity to view data since 
a set time (which is useful for performance testing) or within a time range in the past.

• Dynamic performance graphs on the Manager Dashboard (see Traffic Monitor Graphs). 

In addition, this release introduces performance reporting by the Reactor processor, the high 
performance, stream-oriented processing module in the ACE XML Gateway. 

Traffic Monitor Graphs 
Traffic monitor graphs on the Manager Dashboard provide dynamic, graphically-oriented information 
on performance, service usage, or transaction errors in the system. The graphs display data for all 
handlers or for a specific handler or consumer identity. The traffic monitor display is configurable so that 
you can view only the graphs that are important to you, in the order in which you want to see them. 

The traffic monitor graphs show transaction rates averaged over a given time range, such as at 10 
seconds, 1 minute, 5 minutes, and so on. The graphs are updated dynamically, with most recent activity 
appearing on the left side of the graph. By dragging the mouse left or right over the graph, you can view 
older or newer activity at the given resolution. 

The live update capability is most useful when viewing data at small resolutions, such as at 10 seconds. 
For larger time frames, such as 1 hour, the browser session for the graphs will time-out before refreshing 
occurs. Also note that the Manager Dashboard session times out independently from the web console 
session. This prevents activity in the graphs from interfering with the time-out behavior of the web 
console in general, which times-out after a period of inactivity for security reasons. 
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Reactor Processor Coverage Extended
The Reactor, introduced in version 5.0, is the high-speed, stream-oriented XML processing engine at the 
core of the ACE XML Gateway. For certain processing tasks, the Reactor can significantly speed traffic 
processing rates. Traffic that requires processing tasks not supported by the Reactor are automatically 
passed to the f lex path for processing. 

This release provides increased feature support by the Reactor. The features are in particular focussed 
on WS-Security. 

The Reactor can now perform: 

• Inbound processing of Security header to handle Encryption and Signature. X509v3 
BinarySecurityTokens can be parsed and used for signature verification. 

• Processing of incoming WS-Security UsernameTokens for authentication. (Note that encrypted 
tokens are not processed by the Reactor.)

• All encryption and digest methods supported by the flex path are now supported in the Reactor. 

• Applying encryption and digital signatures to outgoing messages. Embedded certificates as 
BinarySecurityTokens. Generation of signatures without embedded certificates through 
SubjectKeyIdentifier. 

Through the use of credential caching, it can support service traffic that is authenticated by mechanisms 
not usually supported by the Reactor. 

Policy service definitions that include features not supported by the Reactor or handed off to the standard 
message processor in the ACE XML Gateway automatically. 

Cavium NITROX SSL Acceleration Support 
This release adds support for the Cavium NITROX XL (non-FIPS) acceleration board. The Cavium 
board provides non-FIPS, hardware-based SSL acceleration for the ACE XML Gateway. 

The Cavium Nitrox XL Accelerator card is available as an add-on module that is orderable at time of 
purchase. (Note that it is not available as a field-upgrade option.) 

Multiple Cluster Management by an ACE XML Manager 
Previously, an ACE XML Manager could administer only a single cluster of ACE XML Gateways. Since 
all gateways in a cluster must apply the same policy, a separate Manager had to be used for each gateway 
environment. 

This release extends the capabil ities of the ACE XML Manager so that it can administer multiple clusters 
of ACE XML Gateway appliances. Each cluster can apply a different version of a policy or a completely 
different policy. A single ACE XML Manager can therefore control gateway clusters across business 
units or across policy l ifecycle versions (that is, across development, testing, and production 
environments). 

Scalability Enhancements in the Policy Object Model
A service proxy is a policy object for representing settings for an external service. Previously, in terms 
of SOAP services, a service proxy could represent only a single operation in the service. To change 
settings for multiple operations required the change to be made in each service proxy. As of software 
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version 5.1, service proxies for SOAP Document services can contain multiple operations. Changes to 
related operations can now be made in a single location of the policy, instead of potentially many. If the 
settings for a single operation in a multiple-operation service proxy need to be specialized, you can later 
override the operation to customize its settings. 

To use multiple operation service proxies, make sure that the option for condensing operations into a 
single service proxy is enabled at WSDL import time. By default, this option is enabled if the services 
in the imported WSDL are compatible with this feature. In particular, the WSDL must define SOAP 
Document-style services. Upon import, a separate SOAP Document service proxy is created for each 
ser v i ce element in the WSDL. 

Note that a multiple operation service is not created if the WSDL contains a SOAP header specification 
for the service. 

Object Copying Between Sub-Policies 
Sub-policies provide a mechanism for organizing and controll ing access to various objects in a Gateway 
policy. Furthermore, the PPF export and import process lets you transfer policy objects between separate 
ACE XML Manager environments. PPF export/import is oriented by sub-policy—it enables you to 
generate a fi le representation of the contents of a single source sub-policy (along with, possibly, objects 
from the Shared sub-policy). You can then copy the objects to another manager by importing the PPF. 

Using the PPF export/import process, you can now copy objects between different sub-policies. 
Previously, the sub-policies had to have the same identity to be able to export and import objects between 
them. (This identity was established by first exporting and importing from the Shared sub-policy, which 
has the sub-policy definitions.) 

Object copying between sub-policies is particularly useful for these scenarios: 

• Reorganizing a policy within the context of a single Manager, most often taking objects from Shared 
and moving them into multiple sub-policies. 

• Moving objects between ACE XML Manager environments, such as from a development 
environment to production. The objects can be developed in any sub-policy, such as Shared, and 
deployed to production in a sub-policy specific for a business unit. 

WS-Addressing Routing and Processing 
WS-Addressing is a W3C specification for incorporating message addressing information within SOAP 
messages. This release extends WS-Addressing support in the ACE XML Gateway in several ways: 

• Enhanced header processing options. The ACE XML Gateway can consume incoming requests with 
WS-Addressing headers or rewrite the header value with information appropriate given the 
destination of the request, as determined by the route. 

• Dynamic service routing based on the contents of the WS-Addressing header. The ACE XML 
Gateway can forward the request to a backend service specified in the header. The backend server 
does not need to be configured in the policy; its selection can be completely dynamic. 

For important behavior changes introduced by the WS-Addressing feature enhancement, see section 
“WS-Addressing Headers Passed Through.”  
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PUT and DELETE HTTP Method Support 
This release extends support for REST-based applications by supporting incoming HTTP requests that 
use the PUT and DELETE HTTP methods. 

MTOM-Encoded Message Handling
The ACE XML Gateway provides additional support for accepting and routing messages encoded by 
MTOM (Message Transmission Optimization Mechanism). MTOM is a mechanism for sending binary 
data to and from web services. Error handling at the Gateway from backend services now conforms with 
MTOM client requirements. (APP-10916)

Case-Insensitive URL Matching 
As a per-handler option, you can now choose to have the Gateway match consumer requests to the 
handler in a case-insensitive manner. (Previously, the request path in an incoming request had to match 
exactly—including letter casing—the path specified in the handler.) 

SOAP Exception Processing 
You can now specify processing on SOAP exceptions from the backend service. In particular, this is 
useful for applying an XSLT to the exception message to transform it to a format suitable for the client. 
Previously, it was not possible to specify processing on SOAP exceptions. 

Remote XSLT Resource and Dynamic XSLT Selection
The ACE XML Gateway can retrieve an XSLT from a remote resource dynamically, that is, at the time 
of message processing. Remote XSLT retrieval allows for highly dynamic customization of response 
presentation—an XSLT can be added or changed without having to change or deploy the Gateway policy. 
Since an external resource serves the XSLT, it also allows dynamic selection of XSLTs.

With dynamic XSLT selection, a remote server uses a key passed by the Gateway to decide which XSLT 
to serve to the ACE XML Gateway for use in transforming the message. Among other uses, this 
capabil ity enables you to apply an XSL transformation to responses that customizes its content 
specifically for a particular service consumer. 

NTLM Backend Authentication
The Gateway can add credentials to outgoing requests in several formats, including SAML, HTTP Basic 
Auth, and WS-Security UsernameToken. 

This release extends backend credential generation support to include credentials in NTLM (NT LAN 
Manager) format. NTLM is a Microsoft authentication protocol in which username/password credentials 
are passed as an HTTP header in the message. As with other types of credentials, the ACE XML Gateway 
can mediate values from a variety of credential types in the incoming request to the outgoing NTLM 
credential. 
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Security Resource Sorting by Expiration Date
A important aspect of administering an ACE XML Gateway deployment is monitoring security 
certificate expiration dates, and replacing expired, or soon-to-be-expired, security certificates. The ACE 
XML Manager interface now makes this task easier by enabling you to sort certificates in the web 
console interface by expiration date. This capabil ity has been added for public/private keypairs, remote 
server certificates, and consumer certificates. 

HTTP Header Passthrough for Service Proxies 
Service proxies can now be configured for HTTP header passthrough. (Previously, HTTP header 
passthrough could be configured only for handler/service descriptor service definitions.) 

HTTP header passthrough is configurable in the HTTP Header Processing page, accessible from the 
request and response processing sections of the service proxy settings page. 

UDDI v3 WSDL Change Subscriptions
When importing a WSDL from a Systinet UDDI version 3 registry, you can subscribe to changes to the 
source WSDL. With UDDI subscriptions enabled, when the source WSDL changes, a notice of the 
change appears in the ACE XML Manager web console interface. 

This feature can be enabled at WSDL import time if you are importing the WSDL by service discovery 
from a UDDI registry. The source UDDI registry must be a Systinet registry that supports UDDI 
subscriptions (UDDI version 3) The ACE XML Manager can connect to the registry only by HTTP (not 
HTTPS). 

The WSDL change notice appears on the Imported WSDL Files page in the ACE XML Manager web 
console. 

Important Notes 
This section describes behavior changes, software update notes, and other information for this release. 
It includes the following sections: 

• Directory Structure on Appliance Changed

• WSDL Publishing Setting Overridden on Update

• Change to Default Cipher Suite Setting

• Identity Alert Configuration Requirement Changed

• SOAP Fault Format Change for Reactor

• WS-Addressing Headers Passed Through

• HTTP Header Format Change

• WSDL Publishing Settings Moved in Web Console

• HTTPS Connection to Systinet Registries

• Platform and Security Updates
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Directory Structure on Appliance Changed 
The path to the console documents directory has changed. The console documents directory 
(console_documents) contains the filestore and compiled policy directories. The fi lestore is the working 
policy on the Manager. 

This change is especially important to note if you use the ACE XML Gateway CLI. Many CLI commands 
require as an argument the path to the fi lestore directory. If you have created scripts that invoke the CLI, 
the scripts wil l most likely need to be modified to reflect the new path. 

Prior to release 5.1, console documents could be found at the following Manager fi lesystem location: 

• /usr/local/reactivity/console_documents/

It is now located here: 

• /var/l ib/reactivity/console_documents/cluster/

If the Manager administers multiple Gateway clusters, console_documents wil l contain multiple cluster 
subdirectories. Each cluster directory name, in this case, is appended by a set of characters that make 
each name unique. 

WSDL Publishing Setting Overridden on Update 
When updating to 5.1, the setting that controls whether service WSDLs are published at the Gateway is 
reset to its default (disabled) state. 

WSDL files that describe the services exposed at the ACE XML Gateway are exposed at the following 
URL: http://<gateway_hostname>/<service_path>/<service_name>?WSDL 

If using WSDL publishing, upon upgrading to 5.1 you will need to reenable the option in the policy. To 
do so, in the Manager web console, navigate to the System M anagement > ACE XML Gateway 
Settings page and enable the option labelled Serve WSDL Files from the Gateway. (APP-9623) 

Change to Default Cipher Suite Setting
The Gateway policy can specify the Cipher Suite that the Gateway will accept when negotiating SSL 
connections. 

In this release, the default cipher suite has changed. Previously, the Cipher Suite string was: 

ALL:!ADH:!EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP 

This value has changed to increase the required Cipher strength. It is now: 

ALL:!ADH:!EXPORT:!SSLv2:!LOW:+HIGH:+MEDIUM 

Notice that this removes SSLv2 and LOW strength ciphers (i.e., anything under 128-bits, symmetric). 

This change affects new installations. It is not changed upon software update. If you are upgrading to 
this release through the updater process, you may choose to match this new default value in your settings. 
To do so, you will need to change the settings in the System Management > I /O Process Settings page. 
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Identity Alert Configuration Requirement Changed 
The identity reporting feature allows you to monitor service usage activity by authenticated user identity. 
The feature is enabled/disabled per authenticator. Previously, when enabling identity reporting, you 
needed to specify an action the Gateway should take when users exceed their configured usage threshold, 
either to block traffic from the user or simply log the event. 

In this release, you sti ll  have the option of selecting one of the two actions. However, you can also leave 
both options unselected. Enabling Identity Reporting with or without specifying a threshold action 
enables performance reporting by identity. For more information, see Performance Monitor 
Enhancements. 

SOAP Fault Format Change for Reactor 
The format of SOAP faults generated by the Reactor processor has changed. 

Specifically, the det ai l  element now contains a child element, det ai l message, which contains a 
description of the SOAP fault. The previous format of SOAP faults generated by the Reactor is i l lustrated 
by the following example: 

<soap: Envel ope xml ns: soap=" ht t p: / / schemas. xml soap. or g/ soap/ envel ope/ " >
  <soap: Body>
    <soap: Faul t >
      <f aul t code>soap: Ver s i onMi smat ch</ f aul t code>
      <f aul t s t r i ng>Ver s i onMi smat ch</ f aul t s t r i ng>
      <f aul t act or >i nt er nal - f i r ewal l </ f aul t act or >
      <det ai l >I ncor r ect  SOAP Envel ope ver s i on</ det ai l >
    </ soap: Faul t >
  </ soap: Body>
</ soap: Envel ope>

As of version 5.1, a SOAP fault generated by the Reactor appears as follows: 

<soap: Envel ope xml ns: soap=" ht t p: / / schemas. xml soap. or g/ soap/ envel ope/ " >
  <soap: Body>

<soap: Faul t >
      <f aul t code>soap: Ver s i onMi smat ch</ f aul t code>
      <f aul t s t r i ng>Ver s i onMi smat ch</ f aul t s t r i ng>
      <f aul t act or >i nt er nal - f i r ewal l </ f aul t act or >
      <det ai l  xml ns: det =" ht t p: / / www. r eact i v i t y . com/ " >
         <det : det ai l message>I ncor r ect  SOAP Envel ope ver s i on</ det : det ai l message>
      </ det ai l >
    </ soap: Faul t >
  </ soap: Body>
</ soap: Envel ope>

Note that the namespace attribute for the detail element is configurable. To set the namespace, type it in 
the SOAP fault detail entr y namespace field, which is on the System Management > ACE XML 
Gateway Settings page. (Previously, the Reactor did not respect this setting, since it did not add a 
namespace to qualify the det ai l  element.)

(APP-11332)



9
Release Note for the Cisco ACE XML Gateway

OL-13878-01

  Important Notes

WS-Addressing Headers Passed Through
Prior to software version 5.1, all SOAP headers in incoming messages were removed by the Gateway by 
default. To have SOAP headers passed through, you needed to specifically configure pass through for 
the header in the advanced SOAP Header Processing page. 

In version 5.1, this default behavior is changed for the WS-Addressing SOAP headers wsa:To and 
wsa:Action, which are now passed through by default. 

After updating an existing system to version 5.1, any pre-existing settings you have in the policy for 
processing the WS-Addressing headers as “User-Specified Headers”  wil l be superceded by the default 
behavior introduced in software release 5.1. If updating from a previous release, this change will take 
effect the next time you deploy after visiting and saving in the Advanced SOAP Header Processing page 
in the web console. 

If you need to ensure that SOAP WS-Addressing headers are removed from outgoing messages, you can 
apply a post-processing XSLT that removes the header. The following listing shows a sample XSLT that 
removes WS-Addressing headers from messages: 

<?xml  ver s i on=" 1. 0"  encodi ng=" ut f - 8" ?>
<xsl : s t y l esheet  xml ns: xs l =" ht t p: / / www. w3. or g/ 1999/ XSL/ Tr ansf or m"  ver s i on=" 1. 0"
                xml ns: wsa=" ht t p: / / www. w3. or g/ 2005/ 08/ addr essi ng"  >

  <! - - s t r i p wsa header  - - >
  <xsl : t empl at e mat ch=" wsa: * "  / >

  <! - -  i dent i t y t r ansf or m - - >
  <xsl : t empl at e mat ch=" * " >
    <xs l : el ement  name=" { name( . ) } "  namespace=" { namespace- ur i ( . ) } " >
      <xs l : f or - each sel ect =" @* " >
        <xs l : at t r i but e name=" { name( . ) } "  namespace=" { namespace- ur i ( . ) } " >
          <xs l : val ue- of  sel ect =" . "  / >
        </ xs l : at t r i but e>
      </ xs l : f or - each>
      <xs l : appl y- t empl at es / >
    </ xs l : el ement >
  </ xs l : t empl at e>
</ xs l : s t y l esheet > 

(APP-11755) 

HTTP Header Format Change 
Before release 5.1, letter casing of incoming HTTP headers was normalized at the Gateway, so that 
Content-type, for example, became Content-Type. As of version 5.1, headers are propagated to the 
outgoing message as received rather than normalized (Content-type would remain Content-type in the 
outgoing message). (APP-10683) 

WSDL Publishing Settings Moved in Web Console
Configuration settings for enabling WSDL publishing to a Gateway URL and to a UDDI registry have 
been moved in the ACE XML Manager web console from the System Management > M anager  
Settings page to the System Management > ACE XML  Gateway Settings page. (APP-9622) 
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HTTPS Connection to Systinet Registries 
The Gateway can discover and publish service information on Systinet UDDI registries. The Gateway 
and registry communicate using SOAP over HTTPS. By default, when establishing an SSL connection 
to the registry, the Gateway verifies the registry certificate against the Certificate Authority (CA) 
certificate bundle included with the Sun’s JRE. 

To have the Gateway accept certificates signed by CAs other than those in Sun©s JRE for this connection, 
you must run a Gateway on the Manager and set up an HTTP to HTTPS proxy for the traffic to the 
Systinet registry. For more information, contact Cisco support. (APP-11267) 

Platform and Security Updates 
This release incorporates the following security patch: 

• NTLM security issue (CVE-2005-3185) 

The curl package has been updated to address an NTLM security issue (APP-6529). This release 
adds support for NTLM backend authentication. With NTLM support enabled in the curl l ibraries, 
a security vulnerabil ity makes it possible for arbitrary code to be executed on a host that connects 
to a malicious web server using NTLM authentication. This issue has been addressed by this release. 

For more information on this vulnerabil ity, refer to the CVE-2005-3185 overview page: 

– http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-3185

Open Caveats 
The following table l ists open caveats.

Issue ID Description

APP-8678 In certain cases, a response that has multiple, l ike-named headers may generate an 
uncaught exception in the Gateway, and cause a 503 Service Unavailable response to 
be returned to the client. 

This is possible if: 

• Content-screening on headers is enabled for response validation. 

• The backend service is the Gateway’s internal, fixed-content echo server.

• The fixed response is configured to include multiple, l ike-named headers. 

• The service is on the Flex Path (not handled by the Reactor). 

This error is due to the regular expression evaluation module not dealing gracefully 
with multiple l ike-named headers when performing content screening. This does not 
affect requests, since like-named headers for requests are collated into a 
comma-separated list prior to screening. Most backend services also collate 
l ike-named header, and therefore are not subject to this error. 

APP-9209 For messages handled by the Reactor processor, an unrecognized SOAP header in the 
WSSE, WSU, or WS-Addressing namespace with mustUnderstand attribute set to true 
does not result in message rejection. Messages with unrecognized SOAP headers in 
other namespaces cause the Gateway to block the message, as expected. 
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APP-9592 Inconsistent handling of custom HTTP return codes between the Reactor and Flex 
Path processors. 

The Reactor normalizes non-standard status codes received in responses from backend 
servers. For example, it would set a custom response status code of 209 to 200. 
Responses handled by the flex path processor, however, are passed through and not 
normalized. 

APP-9814 Creating an authorization group using the controls in the broken reference report page 
results in an error in the Manager web console. 

APP-9825 Incorrect number of validated SAML assertions indicated in the log description for a 
successful authentication event. 

In the event logs, a successful SAML token verification event description indicates the 
number of assertions validated. The description may indicate one less than the actual 
number of assertions verified. 

APP-9827 “Or”  conditions of authenticators can sometimes fail due to incorrect short circuit 
between pre- and post-content access control. 

The Gateway evaluates credentials in two stages: first the envelope-level (pre-content) 
credentials are checked, such as SSL certificates, and then content-level credentials, 
such as WS-Security UsernameToken. A message that meets a pre-content condition 
in one authenticator, but fails to be accepted by that authenticator based on other 
conditions is not evaluated against other authenticators that only have post-content 
conditions, and by which the request may have otherwise been accepted. 

APP-10260 If using multiple cluster management and web console access for the clusters is 
differentiated by port number, you cannot be logged in to the web console for more 
than one cluster at a time from different instances of the same type of browser. This 
issue is due to session tracking behavior in the browser. 

Workaround: For Internet Explorer, you can workaround this issue by accessing the 
Manager web console session from a separate IE process (launched with the IE 
executable, rather than as a new window from the existing browser session). 

APP-10589 Circular WSA:To addressing can cause a forwarding loop. As of release 5.1, the 
Gateway can determine the backend destination for a request dynamically based on 
the value of a WS-Addressing header in the request. If the service interface is not 
configured to prevent the possiblity, it’s possible to have the Gateway forward a 
message to itself or to a load balancer that directs the request back to the Gateway, 
resulting in an endless circular forwarding loop. 

Workaround: To avoid the possibil ity of circular forwarding with WS-Addressing 
services, use the l ist of accepted destinations configuration setting to exclude the 
Gateway and upstream load balancers as possible WS-Addressing destinations. 
Furthermore, WS-Addressing requests should only be accepted from authenticated, 
trusted sources. 

APP-10825 With debug logging enabled, a SOAP message with attachments processed by the 
Gateway may result in a log event description that inaccurately represents the 
content-type of the message. 

Issue ID Description
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APP-10923 The external developer role is a web console user type intended to allow service 
consumer software developers to learn about the services exposed by the Gateway. If 
there are sub-policies in the policy, users who have the external developer role cannot 
currently switch between sub-policies in the web console, even if configured for 
access to the sub-policies. 

APP-11054 Inconsistent or incorrect handling of transaction error events in performance history. 
Certain types of errors that occur in the course of Gateway traffic processing may 
introduce inconsistent data in the performance monitor. In particular, messages that 
result in certain types of errors may not increment the relevant statistical categories as 
would be expected. 

The occurence of this issue varies depending upon whether the message is handled by 
the Reactor or Flex Path. For example, a message handled by the Reactor that 
produces a response validation error at the Gateway does not increment the 
BackendCount statistic as would be expected. Similarly, a backend service error 
(returning a 500 SOAP fault for the request) for a message on the Flex Path does not 
increment the ErrorCount statistic as expected.

APP-11074 Exception during import of large WSDL fi les. A large WSDL can take a considerable 
amount of time to be imported into the Manager. It’s possible for the web console 
session to time out during the import, or if other browsers are accessing the console at 
the same time, for a web console exception to occur during the import process. Both 
issues result from the manner in which session handling is performd by the WSDL 
import wizard. 

Note that, if not otherwise interupted, the WSDL import process may succeed despite 
the console exception or timeout. 

APP-11081 When you choose to export performance monitor data to an XML fi le, the web console 
presents the data in a browser window instead of offering the option to save the data 
to a fi le. 

APP-11116 In Internet Explorer, the web console presents exported performance CSV data in the 
primary browser window. 

APP-11126 When using LDAP authentication to the Manager web console, users who are locked 
out due to failed password access attempts cannot be reenabled through the user 
administration interface. 

Workaround: To workaround this issue, contact Cisco support.

APP-11216 If a policy contains flex path ports only, the Reactor process does not start-up on an 
appliance operating in standalone (combined Gateway and Manager) mode. This does 
not cause any operational problems with the system, however, it may raise an SNMP 
alert due to the down process. 

APP-11237 A large number of identities and handlers in the policy reduces resolution of 
performance data. 

As of software version 5.1, the performance monitor provides usage and performance 
statistics by handler and authenticated identity. With a large number of identities and 
handlers in a system (above 300), granularity of the data in terms of the time ranges 
depicted is reduced. That is, the Manager cannot present performance information 
over a short time span, such as over ten seconds. The more identities and handlers you 
have in the system, the more pronounced this effect, so that with more than 1000 
identities and handlers, for instance, information in one hour time range is 
unavailable.

Issue ID Description
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APP-11315 An unprovisioned handler that otherwise duplicates a provisioned handler in a 
multiple operation service proxy may block access to the provisioned operation. In 
some cases, this means that a handler that is expected to be accessible wil l reject 
requests with an access control error. 

The Gateway normally uses consumer identity (drawn from the consumer credential) 
to match requests to a handler; that is, if  two handlers are differentiated only by 
authenticators (with different access condition), the consumer request wil l be routed 
to the appropriate handler based on the matching consumer identity. This 
identity-based routing may not work for duplicate handlers if one of the handlers is a 
multiple operation service proxy, or the duplicate handlers are processed by the 
Reactor (not the f lex path). 

Workaround: Disable unprovisioned handlers to prevent them from conflicting with 
provisioned handlers.

APP-11343 If a cluster definition has been deleted, the Manager event logs do not correctly 
identify the deleted cluster for its log events. Instead, the cluster is referenced as 
“unknown.”  

APP-11368 In the test browser, test message generation doesn©t always work as expected for SOAP 
services with schemas that use include statements or array types. 

Workaround: To workaround this issue, you will need to enter the request message 
body by manually. 

APP-11417 Information on multiple operation service proxies is not displayed correctly in the 
details page of the service directory. In particular, the SOAPAction is not depicted 
correctly. 

APP-11418 The settings page for a multiple operation service proxy doesn©t present the option or 
an indication for whether operations are disambiguated for purposes of request 
matching based on document name or just the SOAPAction value. 

This option is labelled Use SOAP Method in addit ion to SOAPAction when 
matching incoming requests for other types of SOAP Document service definitions. 

APP-11433 By current design, the browser session for the traffic monitor graphs on the Manager 
Dashboard times out independently (sooner, by default) from the overall Manager web 
console session. This event is indicated by a message appearing in the graph such as 
“The dashboard has timed out. Please reload the page.”  

Graph time-outs ensure that graph activity does not interfere with the general session 
timeout provided for security reasons in the web console. However, it may also 
interupt observation of l ive data updates presented in the graph. 

Workaround: You will need to reload the browser to resume live updates in the 
graphs. 

APP-11486 File export of performance monitor statistics includes data for all handlers in all 
sub-policies. However, handlers in sub-policies other than the active sub-policy are 
labeled by internal object IDs instead of names. Handlers that existed in previous 
versions of the active sub-policy but have since been deleted wil l also be labeled by 
ID instead of name. 

Issue ID Description
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APP-11560 For messages handled by the Reactor processor, the ACE XML Gateway does not 
enforce a maximum limit on the number of XML Signatures it wil l verify per message. 
For messages not handled by the Reactor, there’s a default l imit of 100 signatures. 
Messages with more signatures than the limit are rejected. 

Workaround: While a maximum signature l imit is not explicitly enforced, the 
Reactor can protect against the possibil ity of an attack involving excessive signatures 
with its format defense settings. The Reactor settings in the System Management > 
I /O Process Settings page include limits for the number of child nodes per element, 
the total document size, and the total number of elements, any of which are l ikely to 
be triggered by excessive signatures in a message. If concerned about the possibil ity 
of an attack based on excessive signatures, tune these parameters for added security.

APP-11589 The Manager can authenticate consumers by username and password verified against 
a password fi le. The fi le must be in UNIX fi le format. The Manager accepts password 
fi les with unsupported line endings (\r\n) at policy development time, however, it 
cannot use the fi le to authenticate users. 

APP-11590 In the Manager Dashboard, exporting to a fi le from a “Top Users”  graph shows all 
users, while the display only shows the top ten users, as expected. 

APP-11611 The Manager Dashboard traffic monitor graphs display information relative to the 
system clock of the computer on which the user is accessing the console in the 
browser, not the web console display time zone.

APP-11629 Traffic monitor graphs not available for handlers of protocol type MQ Series, Tib/RV, 
or JMS. 

APP-11635 XML Signature settings allow you to specify by XPath the element in a message to be 
signed. For services handled by the Reactor processor, if  the XPath expression in the 
configuration field is preceded by a leading white space, the Gateway will not be able 
to generate the signature. (For services on the Flex Path, the leading white space is 
ignored, as would be expected.)

APP-11639 With slow network connectivity, importing a PPF fi le in the Manager may produce an 
exception based on a read time-out error. If this occurs, you will need to restart the 
import. 

APP-11655 Custom content screening settings specified in a service descriptor are not preserved 
after WSDL update. The settings revert to their initial default state. 

Workaround: After WSDL update, manually configure the desired content screening 
settings.

APP-11674 A change in the default attribute namespace configuration for SAML tokens generated 
for backend authentication is not visible in the web console policy diff. 

APP-11677 Overriden operations in a multiple operation service proxy do not inherit content 
validation settings in the Response Message Specification settings. 

Workaround: Check the content validation settings for responses after overriding an 
operation in a service proxy. If necessary, manually configure the desired settings. 

APP-11683 Heavy user traffic on an input extension may produce a “Gateway is unreachable”  
error in the Manager. 

Issue ID Description
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APP-11729  Intermittently, when exported from a sub-policy, the performance statistics file may 
identify handlers by handl er i d instead of by handler name. handl er i d is an internal 
identifier used to identify the object in the policy. 

Workaround: Since this is an intermittent problem, exporting again may resolve the 
problem. 

APP-11735 If using multiple-cluster management, you cannot use different Manager certificates 
for clusters that are on the same management port and if one cluster is set to l isten on 
“any IP address”  while another is set to a specific IP. 

Workaround: To use different certificates for management access to cluster policies, 
the clusters settings should be configured for different IP addresses or different ports.

APP-11749 Upon WSDL update, manually configured settings for enabling schema-validation of 
SOAP headers are overriden. The settings need to be restored manually after WSDL 
update.

APP-11764 WSDL update functionality does not work for service definitions that were created by 
WSDL import and then subsequently transferred to another sub-policy (using the PPF 
export/import mechanism).

Note that the policy in the destination sub-policy wil l sti ll  compile and deploy, and 
WSDL update/delete wil l work for the WSDL-generated service definitions in the 
original sub-policy. 

APP-11767 By dragging your mouse on the Manager Dashboard traffic monitor graphs, you can 
view past activity for a particular handler or service. If the transaction rate scale 
changes dramatically as you scroll through the data, say from 1 tps to 80 tps, the graph 
display may not function correctly, and appear grayed out. 

Workaround: As a workaround, you can change the resolution to a higher resolution 
in the graph, scroll to the desired time frame, and then click on the lower, desired 
resolution to view the data. 

APP-11768 When you import a PPF fi le that was generated by exporting a single handler group, 
the proposed changes list may include options for deleting the “Public”  and “Default 
HTTP Port”  objects. Both proposed changes should be disabled, so that the objects are 
retained. 

APP-11790 After a Manager software update, browser caching of CSS fi les may prevent the web 
console from displaying correctly. 

Workaround: It is suggested that you clear the cache or force a browser refresh 
(ctrl+Refresh in Internet Explorer) in the web console after update. 

APP-11794 With all operations disabled in a multiple-operation service proxy, the Test Consumer  
Inter face button for the service remains enabled. Clicking the button results in a 
Manager internal error in the test browser window. 

APP-11827 If an invalid WSDL resource identifier is passed in an updateWSDL call in the ACE 
XML Manager SOAP API, the Manager returns an internal error fault instead of an 
invalid argument fault. 

Issue ID Description
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APP-11832 Depending on the configuration of the system used to access the Manager web 
console, if using Microsoft Internet Explorer, you may encounter Javascript errors in 
pop-up windows in the console. This error causes the page to become blank after you 
click a button or use other UI controls in the pop-up window. In particular, it may 
occur in the dialog boxes used to load resources into the policy. 

Workaround: The error is likely caused by problems with system DLL fi les. If you 
have encountered this error, you can prevent it by executing the following commands 
from the DOS command prompt or the Windows Start > Run dialog: 

r egsvr 32 msscr i pt . ocx
r egsvr 32 di spex. dl l
r egsvr 32 vbscr i pt . dl l

APP-11835 After publishing handlers groups to a UDDI registry, the Publish Handler Groups to 
UDDI page heading shows an incorrect number of published handler groups. 

APP-11837 After WSDL update, the username associated with the update or import in the WSDL 
import page is changed to “ administrator,”  regardless of which user actually 
performed the update. 

APP-11838 The Reactor processor does not support multiple-level element XPath matches, while 
Flex Path processing does. Consider the following element structure: 

<si gn>
    <s i gn>cont ent </ s i gn>
</ s i gn> 

For services handled by the Reactor, an XML Signature configuration with an XPath 
value of / / s i gn results in only the parent element being signed. For services handled 
on the Flex Path, both elements are signed. 

Workaround: To ensure that both elements are signed, you need to add an XPath for 
both elements, that is, / / s i gn/ s i gn. "

APP-11842 When deleting a WSDL that was previously updated from the Imported WSDL Files 
page, incorrect broken references for Public access provisioning may appear. This 
error occurs only when working in a sub-policy on a new (previously undeployed) 
policy. Also, the original services need to have been assigned to Public access control 
upon import. 

APP-11843 The SOAP API allows SOAP clients to issue policy development and administration 
commands to the ACE XML Manager. If the Manager administers multiple clusters, 
the get Cl us t er  SOAP operation returns cluster information for all clusters in the 
Manager, even if the clusters are accessed in the web console by different 
administration ports. 

APP-11847 Confusing error message during WSDL discovery if the UDDI registry is unavailable: 
“Could not connect to the UDDI server. Could not connect to UDDI server due to 
‘ (0)null ’ ”

APP-11848 A WSDL imported into the Manager by the Policy SOAP API does not display the 
importer’s user name in the Imported WSDL Files page. 

Issue ID Description
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APP-11851 The Gateway allows you to use variables in your XSL Transformation scripts. 
Variables can be used to access HTTP headers from the message (MSGSRC-Header). 
As specified, HTTP headers are regarded by the Gateway in a case-insensitive manner. 
The case of the header value as received by the Gateway is preserved in the populated 
XSLT variable. However, within an XSLT, XSLT variables are treated in 
case-sensitive manner. XSLT logic that relies on header names should take into 
account the possibility of unreliable letter casing for the HTTP header. 

APP-11864 A mistyped URL in the UDDI subscription URL field (available when importing a 
WSDL fi le from a UDDI registry) causes a Manager Internal error.

Workaround: Click the Back button on the browser and retype the subscription URL. 

APP-11867 After roll ing back from a 5.1 software upgrade, the Manager web console may be 
inaccessible or the Manager may not be able to connect to Gateway cluster members. 
This may occur if you have upgraded to version 5.1 and then modified the cluster 
configuration, l istening port, or other Manager-specific settings. Subsequently, a 
rollback may not restore the settings you have changed, rendering the web console 
inaccessible, or producing other symptoms.

Workaround: After the rollback, in the shell menu, re-configure the operating mode 
of the appliance using the ACE XML Gateway Cluster Configuration menu. 

APP-11871 XML Signature generation with an expired keypair works for services handled by the 
Reactor processor, but results in a processing error for services handled on the Flex 
Path. Generally, signatures should only be generated with valid, unexpired 
certificates.

APP-11888 The Test Browser window lets you send a test request to a service in the Manager web 
console, either by addressing the service’s consumer interface at the Gateway or by 
directly addressing the backend service. The test browser includes controls for adding 
basic authentication credentials to the request. However, basic authentication 
credentials are not generated correctly in the test browser when addressing the 
backend service interface. For a backend service that requires basic authentication 
credentials, you cannot address the service interface from the test browser. 

Issue ID Description
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Resolved Caveats 
This table l ists caveats resolved in release 5.1. 

Issue ID Description

APP-8798 After an unexpected power shutdown, the operator must be present at the appliance 
console to request an extended check of the disk. After five seconds, the boot 
continues without an extended check. 

As of release 5.1, the system check is run by default after an unexpected shutdown. 
An operator does not need to be physically present to request the check. 

APP-8888 The exportppf CLI command does not generate a PPF policy in a format that can be 
directly imported into the Manager. While the Manager expects a compressed format 
file, the exportppf CLI command creates an uncompressed policy file. 

This issue is fixed in release 5.1, so that the exportppf command accepts a gz flag 
that causes the fi le to be exported as gzip compressed data, suitable for importing in 
the Manager. 

Note that this flag is not reflected in the CLI documentation. Set the command flag 
as follows: 

$ sudo -u agateway ./cli exportppf <path_to_filestore>/fi lestore/ outputfi le.gz gz 

APP-9194 The Reactor and Flex Path processors return error messages in different formats for 
chunked message content error. 

APP-9278 ACE XML Manager Dashboard does not show errors and security alerts that occur 
for services handled by the Reactor processor. 

APP-9566 Server throttl ing settings apply to the entire pool rather than to each individual 
server. 

In release 5.1, the throttl ing settings are applicable per server rather than per pool. 

APP-9921 Responses from backend services with an HTTP status code of 202 (and empty 
body) are not handled correctly by the Gateway, resulting in invalid message 
exception at the Gateway.

APP-9993 If the Reactor entity expansion setting “Maximum Recursion Depth”  (on System 
Management > I /O Process Settings page) is set to 0, a default l imit of four is 
applied. The web console interface incorrectly indicates that 0 means unlimited. 

APP-10057 The certificate revocation l ist (CRL) retrieval time-out period too long. 

The timeout period has been reduced from several minutes to several seconds. 

APP-10086 LDAP-based web console user authentication doesn’ t support multiple web console 
administrators. The “Manager Administrator”  group, one of the role-to-group 
mappings, does not have comprehensive administrator privileges. 

APP-10110 Performance issues affecting LDAP-based request authentication. 

Release 5.1 improves performance for LDAP-based authentication by providing 
enhanced connection caching capabil ities of LDAP authentication results. 
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APP-10196 The “backupop”  user account is a built-in user account in the appliance shell 
environment you can use to perform regular, automated administrative tasks, such as 
backing up the appliance. Previously, an SSH key could not be used to log in to the 
shell environment with this account. 

Release 5.1 corrects this issue so that the backupop account can log in using SSH 
key authentication. To set up SSH key logins, copy the fi le that contains the 
authorized keys, authorized_keys (or authorized_keys2), to /home/backupop/.ssh/. 
Also, make sure the permission for the authorized_keys fi le is 640. 

APP-10289 In the policy comparison page in the web console, clicking on the l ink for an 
outstanding certificate signing request resulted in an internal Manager error. 

This issue has been corrected so that the CSR resource appears as expected. 

APP-10291 Incorrect Gateway behavior when attempting to retrieve CRL (certificate revocation 
l ist) resource. If a trusted CA resource in the policy has been configured with a CRL 
URL, the Gateway attempts to fetch the CRL associated with the CA at the 
configured time interval. If the CRL becomes unavailable, the Gateway’s attempt to 
fetch the CRL will usually time-out. However, if a policy deployment occurs while 
the Gateway is waiting for the CRL response, multiple CRL-fetcher processes on the 
Gateway are spawned. Furthermore, if the CRL is removed from the CA 
configuration with a spawned CRL fetcher process already running, the Gateway 
will continue to attempt to download the CRL even though it has been removed. 

Release 5.1 corrects this issue. Furthermore, the built-in timeout period for CRL 
retrieval has been reduced. 

APP-10297 In policy comparison (“diff” ) pages, the web console does not present as a change 
modifications that are made to the regular expression in the exposed local path of a 
service consumer interface. 

Release 5.1 corrects this issue so that changes to regular expressions in the path are 
shown as policy changes. The detailed differences field indicates the changed text.

APP-10339 The XPath evaluator for attribute values returns entire attribute node value with 
leading white space. 

This issue has been corrected so that only the attribute value is returned. 

APP-10367 Generated SAML tokens may contain empty AttributeNamespace values. Attributes 
in generated tokens, particularly for attributes mapped from WSS UsernameToken 
attributes or LDAP records, may be generated without a valid AttributeNamespace 
values. 

In release 5.1, this issue has been addressed by enabling you to specify a default 
AttributeNamespace value to use if the attribute does not otherwise have one. The 
setting to use on the backend authentication page is labelled Attr ibute Namespace 
URI  SAML 1.0 and 1.1 and Attr ibute Format URI  for SAML 2.0 tokens. 

If no default attribute is configured in the policy, the fixed URI value of 
http://tempuri.org is used for attributes that do not have one. 

APP-10893, 
APP-10672

The Server HTTP header value added to outgoing messages is not configurable in 
the policy. 

In release 5.1, the header value can be configured individually for messages handled 
by either the Reactor or Flex path in the System Management > I /O Process 
Settings page. 

Issue ID Description
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Documentation Updates 

The following notes apply to the product documentation for ACE XML Gateway Software Version 5.1. 

Content-Type XSLT Variable 

A new XSLT variable is not reflected in the product documentation for software version 5.1. The new 
XSLT variable allows the outgoing Content-type header to be set in an XSLT. It is assigned a value as 
follows:

<xsl:variable name="MSGDST-Content-Type">text/mycontenttype</xsl:variable>

New Manager SOAP API Operations 

Version 5.1 introduces several operations to the ACE XML Manager’s Policy SOAP API. The operations 
are not reflected in the product documentation for software version 5.1. 

The new operations are particularly intended to support automated and remote uti l ization of the UDDI 
subscription feature (UDDI v3 WSDL Change Subscriptions). For example, they provide the abil ity to 
initiate a Manager check of a UDDI registry for WSDL changes and to perform the WSDL update. 

The operations are: 

• updateWSDL

• updateWSDLSubscriptions

• pollUDDISubscription 

For more information, contact Cisco support. Also, for reference-oriented information on these and other 
operations in the SOAP API, with SOAP API access enabled in your Manager configuration, view the 
Policy API WSDL at the following location: 

https://<managerhostname>:8243/services/v2/Policy?WSDL
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